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SECURE EMAIL USER GUIDE 
The South Carolina Workers’ Compensation Commission installed Secure 

Web Mail, a secure email account offered by the State of South Carolina 

through the South Carolina Information Sharing & Analysis Center. This 

document is a user guide for how to retrieve and send secure emails via the 

State of South Carolina Secure email account  
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Synopsis  
 

In April 2015, South Carolina Workers’ Compensation implemented the use of McAfee 

Secure Web Mail service as a method to secure personal identification information to 

and from all parties for workers’ compensation communication.  This system replaced 

PGP Web Messenger email encryption service. 

This document explains how to retrieve secure messages and manage your secure email 
account.  

Details  

Secure Web Mail is a secure email account offered to you by the State of South Carolina 
through the South Carolina Information Sharing and Analysis Center.  
 
You will use an Internet browser (e.g. Internet Explorer, Chrome) to access any email 
sent to you.  

Group Email Issues 

 

Group Email accounts have known issues with retrieving secure emails. Group emails 

have individual user email addresses attached to the group name. The sender cannot 

resolve the individual email addresses attached to a group name. Only one copy of the 

email is delivered to the group. Therefore, each user who opens the email locks the 

email with their web messenger account and passphrase. The resolution to this issue, 

which is not a recommendation but is a work around, is to have a single passphrase for 

the group email account. This group passphrase would need to be maintained and 

secured by the users of the group email.   

The recommended method would be to send individual emails to each email address in 

the blind copy box rather than to a group email. It is understood that the reason for 

group emails is the ease in maintenance of the group. This is only stated for 

informational purposes as a work around if group emails are required by recipients of 

secure documents from South Carolina Workers’’ Compensation Commission.  

  



Setting up your Secure Email Account  

 

1. The first time you receive a secure email, you will also receive a welcome email. 

 

The information contained in the welcome email will be used to set up a secure email server 

account, which is necessary to retrieve and view the message.   

 

Click on the welcome email to begin the process of creating your account. 

  

2. Click on the “Activate your personal account” link contained in the welcome email. 
 

 
 

3. Next, you will be prompted to create a password for your secure mail server account.  

 

 



Note: the password for your secure mail account must contain the following: 

 Minimum of eight characters 

 Minimum of one letter (A-Z)  

 Minimum of one special character (Example: !@#$) 

 Minimum of one number (0-9) 

 

4. Next, you will be prompted to answer five security questions. 

 

Once you have successfully created your password, you will need to answer the five security 

questions that appear on the next screen, as seen below, and then click “Save.” These 

questions will be used to help reset a forgotten password. You may change the questions by 

choosing the down arrow next to each question. 

 
 

5. You will now be directed to the secure email page. 

 

Once you have saved the answers to your security questions, you will be directed to the secure 

email page, as seen below, which is your secure mail inbox.  
 

 
 

  



Activation Email 

Once your account is created, you will receive an email stating; “account activated.” If you do not wait 

for the welcome email and instead attempt to download the secure email, you will receive a prompt 

stating that your account has not been activated. 

The Activation Email will contain a link to your personal account.  It is recommended that you 

bookmark this link.  Please note, the link will be unique for each user. 

 
 

How to Retrieve Secure Email Messages 
Now that you have successfully created your account you are ready to open the secure email message 

in the inbox of your email account.  

 

1. Click the link found in the secure email notification to log in and view the message.  
 

 

2. From your inbox, click on the “Read Message” link to open your secure email.   

 

Please note the email will be automatically deleted 30 days after it has been received by the 

secure server and cannot be restored.   

 



 
 

3. You will be prompted to enter the password you created earlier.  
 

 

 

4. Your secure email will now be displayed. 
 

 
From this screen you can perform the following functions; reply, reply all, delete or print. If 

there is an attachment, you will be able to open the attachment and either save or print the 



attachment. Note: You will not be able to forward, copy (CC) or blind copy (BCC) a secure email. 

 

5. Click the “Back to mailbox” link if you have other secure emails to view. 
 

If you have other secure emails you need to read, click the “Back to mailbox” link as shown in 

the screenshot above. Doing so will take you back to your inbox, as shown below, on the secure 

mail server. 

 

Message Options 
The options available for editing web messages are: 

1. Reply/Reply to all - Click one of these options to send a response to the sender. 

2. Delete - Click this option to remove the message.  
3. Print - Click this button to access your browser’s print functionality. 

 

  



Managing Account Settings 
 

1. Log in to your SC Secure Email account 
2. Click Account on the upper right side of the page. 

 
3. Account information is displayed.  You may view Sign In Activity and change your Passphrase 

and security questions from this page. 

 



Resetting Your Password 
 

1. If you forget your password, you can have it reset by selecting the “Forgotten your Password?” 

link on the Secure Email login page.  
 

 

 

2. You will then be prompted to answer two of your security questions. Click “OK” when 

complete.  
 

 

 

3. Once you have selected “OK,” you will see a screen stating “An account reset request has been 

sent. Please check your inbox.” 



 

  
 

4. You will receive an email entitled “Secure Web Mail: Password Reset Request. Open this email 

and choose the “Reset your password” link as shown below. 

 

 
 

 

5. You will then be prompted to create a new password. Note: You cannot use a password that 

has previously been used. Once your password has successfully been reset, you will be taken to 

your secure email inbox. Close this window and go back to your email account inbox and open 

the secure piece of email using the newly created password.  

  



Helpful Information 
1. If you have unread mail on the secure mail server, you will receive a reminder email similar to 

the one shown below. This reminder will state how many days are left before the unread email 

will be automatically deleted from the server.  
 

 

 

 

 


